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How To Create Al Accounts With Safety Settings

Step 1: Secure Email Setup (10 minutes)
Create Your Professional Al Identity:

1. If you don't have a dedicated work email:
o Create: [firstname.lastname.teaching@gmail.com]
o Use this ONLY for educational Al tools
o Set up professional recovery options
2. If you have a school email:
o Check if Al tools are blocked on school network
o Verify you can receive verification emails
o Ensure you have password reset access

Security Checklist:

Strong, unique password (use school's password manager if available)
Two-factor authentication enabled

Recovery phone number updated

Professional profile photo uploaded

Step 2: Platform Selection and Setup (20 minutes total)
Platform 1: ChatGPT (7 minutes)
Why Start Here: Most teacher-friendly interface, excellent for lesson planning Setup Process:

Go to chat.openai.com
Click "Sign up" using your professional email
Verify email address
Privacy Settings Configuration:
o Goto Settings » Data Controls
o Turn OFF "Chat history & training"
o Turn OFF "Improve model for everyone"
o Set"Custom instructions" with: "l am a teacher creating educational content"
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Platform 2: Microsoft Copilot (6 minutes)

Why Include: Seamlessly integrates with Microsoft Office tools most teachers already use,
excellent for document creation and research Setup Process:

1. Go to copilot.microsoft.com
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2. Sign in with your Microsoft account (or create one)
3. If your school uses Microsoft 365, use your school account for better integration
4. Initial Settings:
o Ensure you're in "Work" mode if using school account
o Review data handling preferences
o Test integration with Word/PowerPoint if available
o Test with simple prompt: "Help me create a creative writing prompt for middle
schoolers"

Platform 3: Gemini (7 minutes)

Why Add: Integrated with Google Workspace, great for research and fact-checking Setup
Process:

1. Go to gemini.google.com
2. Sign in with your Google account (or create one)
3. Integration Settings:
o Connect to Google Drive (if desired)
o Set privacy preferences
o Enable workspace integration if using Google Classroom

FAQ (Commonly Asked Questions)

Real questions from real teachers with practical answers

Technical Setup Questions

Q: "Which Al tool should | absolutely start with first if | can only choose one?" A: If your school
uses Microsoft Office, start with Microsoft Copilot as it integrates seamlessly with Word,
PowerPoint, and Excel. If your school uses Google Workspace, start with ChatGPT for its
educational resources and teacher community. You can accomplish 80% of your Al teaching goals
with either one alone.

Q: "Are free versions sufficient, or do | need paid subscriptions?" A: Start with free versions for
2-4 weeks to build habits and skills. Upgrade to paid when you hit usage limits or need faster
response times. Priority order for upgrading: ChatGPT Plus ($20/month) first, then Microsoft
Copilot Pro ($20/month) if you're heavily invested in Office tools.

Q: "My school blocks Al tools. What are my options?" A:

e Microsoft Copilot may already be available through your school's Office 365 subscription
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Use mobile data/hotspot for initial setup and learning

Request IT department whitelist educational Al tools

Present business case showing time savings and educational benefits
Use Al at home for planning, bring completed materials to school

Q: "Should | use my personal email or school email for Al accounts?" A: If possible, use school
email for transparency and policy compliance. For Microsoft Copilot, definitely use your school
Microsoft account if available for better integration. If school email blocks Al services, create a
dedicated professional email (not your personal one) specifically for educational Al use.

Privacy and Safety Questions

Q: "Is it safe to put student names or information into Al tools?" A: NO. Never enter personally
identifiable information about students. Use generic descriptions like "struggling reader,"
"advanced math student," or "student with ADHD accommodations." This protects student privacy
while still getting personalized Al assistance.

Q: "What if my principal/district finds out I'm using Al tools?" A: Be proactive and transparent.
Share your learning journey, demonstrate time savings and improved outcomes, and position
yourself as exploring tools that could benefit the entire school. Most administrators appreciate
teachers who innovate responsibly. Microsoft Copilot may already be approved through your
school's licensing.

Q: "How do | know if Al-generated content violates copyright?" A: Al tools generate original
content based on patterns, not direct copying. However, always review outputs for potential
copyright issues. Add original elements, cite sources when Al suggests specific resources, and use
Al as a starting point rather than final product.

Getting Started Questions

Q: "I'm not tech-savvy. Will this be too complicated for me?" A: If you can send emails and use
Microsoft Word or Google Docs, you can use Al tools. Modern Al interfaces are designed for
non-technical users. Microsoft Copilot is especially user-friendly since it works within familiar
Office applications. Start with simple, conversational requests. Most teachers report feeling
confident within 3-5 practice sessions.

Q: "How much time should | expect to invest in learning this initially?" A: Plan 30 minutes daily
for the first week, then 15 minutes daily for weeks 2-3. After that, Al use becomes integrated into
your normal workflow. Total upfront investment: 6-8 hours spread over 3 weeks.

Q: "What if | make mistakes or the Al gives me wrong information?" A: Mistakes are part of the
learning process! Always fact-check Al outputs, especially for factual content. Start with low-stakes
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tasks (like brainstorming activities) before using Al for important assessments. Keep a "lessons
learned" note to improve your prompting skills.

School Policy Questions

Q: "Should I tell my students I'm using Al to help create lessons?" A: Yes, age-appropriately.
This models transparency and responsible Al use. For elementary: "l use computer helpers to
make our lessons more fun." For secondary: Discuss Al as a tool that enhances teaching, similar to
how they might use calculators in math.

Q: "What if parents object to Al being used in the classroom?" A: Emphasize that Al assists with
lesson preparation, not student instruction. Share examples of improved personalization and
engagement. Position Al as helping you be a better teacher, not replacing your expertise. Most
parents support tools that make education more effective.

Q: "How do | handle colleagues who think Al is 'cheating' or 'lazy teaching'?" A: Lead by
example rather than arguing. Share specific time savings and improved student outcomes. Invite
skeptical colleagues to see Al-enhanced lessons in action. Focus on how Al allows more time for
human connection and creative teaching.

Setting Up Accounts

ChatGPT Setup:

Navigate to chat.openai.com

Click "Sign up"

Enter professional email address

Create strong password (see password guide)
Verify email address

Complete profile setup

Privacy Configuration:

Access Settings menu

Navigate to "Data Controls"

Turn OFF "Chat history & training"

Turn OFF "Improve model for everyone"
Save changes and confirm settings

Microsoft Copilot Setup:

e Navigate to copilot.microsoft.com
e Sign in with Microsoft account (use school account if available)
e Verify access to Office integration features
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e Test document creation capabilities
e Configure work/school mode if prompted

Gemini Setup:

Navigate to gemini.google.com

Sign in with Google account

Configure workspace integration (if applicable)
Set privacy preferences for educational use

Testing and Verification

Test each platform with a prompt

Verify privacy settings are correctly configured
Confirm you can access conversation history

Test Microsoft Office integration (if using Copilot)

Test from both home and school networks (if possible)

Security and Backup

e Document login credentials in secure location

e Enable two-factor authentication on all accounts
e Test password recovery process

e Create backup plan for accessing accounts

Al Account Security Guide
Step-by-Step Privacy Protection
Password Security Best Practices
Creating Strong Al Account Passwords:

Use 12+ characters combining letters, numbers, symbols

Never reuse your school system password

Consider using a password manager (LastPass, Dashlane, TPassword)
Update passwords every 90 days

Two-Factor Authentication Setup:

1. SMS Method: Use your personal phone number
2. Authenticator App: Google Authenticator or Microsoft Authenticator
3. Backup Codes: Download and store securely

Privacy Settings Checklist
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ChatGPT Privacy Configuration:

[J Data Controls: Chat history OFF

[J Data Controls: Training data OFF

[J Custom Instructions: Set teaching context

[J Conversation History: Review and delete sensitive conversations

Microsoft Copilot Privacy Settings:

[J Account Settings: Review data usage within Microsoft ecosystem

[J Work/School Mode: Ensure appropriate data handling for educational use
[J Document History: Understand what's saved in OneDrive vs. temporary
[J Integration Settings: Control which Office apps can access Al features

Gemini Privacy Controls:

[J Activity Controls: Review what's being saved
[J Auto-delete: Set up automatic conversation deletion
[J Workspace Integration: Configure appropriate sharing levels

Safe Usage Guidelines
NEVER Enter Into Al:

Student full names or identifying information
Social Security numbers or student IDs
Specific addresses or phone numbers
Confidential IEP or 504 plan details
Assessment answers before tests are given

SAFE to Enter:

Generic student descriptions ("struggling reader")
General classroom scenarios

Subject matter content

Teaching strategies and activities

Non-identifying academic challenges

Regular Security Maintenance

Monthly Tasks:

[J Review conversation history and delete sensitive content
[J Update passwords if compromised elsewhere
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[J Check for new privacy policy changes
[J Audit connected applications and permissions

Semester Tasks:

[J Complete security assessment

[J Update recovery information

[J Review and refresh privacy settings

[J Document any security incidents or concerns
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